CDXhemical Safety
Programs Re@QSBRPY at i
Gui de

C

Environment al Protect

Of fice of Pol l ution P



CDX

Table of Contents
BIR= 1] o ) @] 0] (= £ PSSR [
LISt Of EXNIDITS. ...t e e e e i
1 INEFOAUCTION. ..o e ettt e e e e e e e e e e e e e e eeeees 7
1.1 1 00 1P 7
1.2 LI ] o1 {o3 @0 1Y, =T P 7
1.3 APPlICAtION SUPPOIT ... e e e et et e e e e e e e eean e s 8
2 SYStEM REQUINEMENES. ... e e e e e et e et e e e e e e e e e e aababnabnae s 9
2.1 SUPPOITEU BIOWSEI'S. .. ..iiiiiiiiiiiieeeitetttittia e e e e e e e e e e e et e et et e e e b e bbbt a e e e e e e e s 9
2.2 SCrEEN RESOIULION ...ttt e e e et e e e e e ae e e e e e eeanans 9
3 (615 Q1Y F= Y o I N = NV To = o o 1RSSR 10
3.1 OVEIVIBW. ..ottt e e e e 10
3.2 61D ) @ (011 1<] 0= o [ PP TPPPT 10
4 (01D ) @ Ofo 1 {3 Ry=To 1511 =11 [0 o 1 22
4.1 Termsand CONGItIONS .......oiiiiiiiiiiie e e e e et e e e e e et e e e e e eearnneaeeeeennes 22
4.2 (o To =T a dST=T oV oSSR 23
4.3 ROIE ACCESS ... ettt ettt e ettt 27
4.4 User and Organization INformation...............cooooiii i, 36
4.5 Logging in t0 MyCDX fOr NEW USEIS ......cciiiiiiiiie et 49
5 Section 5 Notices and Supports User Role GUIdANCE...........cceuuviiiiieiieiiiii e eeeens 53
5.1 Primary Authorized OffiCial Criteria ............uuuuuuruiiiiiiie e 53
5.2 Secondary Authorized Official Criteria...........oooveieiiiiiiiii e 53
5.3 Primary SUPPOI CrItEIION ......uu i e e e e e e e e e e ra e e eaeas 53
5.4  Secondary SUPPOIt CrItEIION........uuuuuii it e e e e e e e e et e e e e eeaenaaeeeeeee 53
55 Primary Agent/Consultant CHEEIA..........cooeiiuii i e 53
5.6 Secondary Agent/Consultant Criteria ...........uveeeieiiiiiee e e 54
6 eReporting User ROIE GUIHANCE...........uiiiiiiiiiiiii et e e 56
7 Chemical Data Reporting User Role GUIdANCE ...........uuiiiiiiiiiiieeeeeeee e 57
8 CDX Role Sponsorship RegISTratiON...........ccuuuuiiiieiiiiiiii e e e e e e e eeens 58
8.1 Electronic Signature AQre mMENT...........uuuuuuuueiiiiiii e e e e e e e e e e e e e et e e e e e e e e e e e s 58
8.2 ROIE SPONSOISNIP....ueiiiii e e e 60
8.3 Role Sponsorship/INVItAtIoN ............cooveiiiiii e e 61
8.4 Registration INfOrMAatION..........oooiiiiiiiie e 74
9 Multiple Authorized Official Functionality..............coooiiiiiiiiiiiiiiii s 79

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

9.1 Multiple AO FUNCHONAIILY .........ooeiiii e e 79
10 AddItioNal VEIIFICALION. .....ccciiitiiii ettt e et e e et e e e e e eeba e e eeeees 80
10.1 Identity VerifiCation PrOCESS......c..uiiiiiii e e e 80
10.2 CDX Electronic Signature AGreement (ESA) .......uuiiioriiiiiieeeeeeeee e 84
10.3  RMAM APPIOVAL. ...t e et e et et e s 90
10.4 Registration NOtifiCatioNS ..........ccuuiiiiiiii i e 91
11 Managing User and Organization INfOrmation ...............uuiiieeiiiiiiiineeeiieiiieee e 93
11.1 Managing Organization INfOrmation ..............cccuiiiiiiiiii i 93
11.2  Managing Program SEIVICES. ..........cuuuuuuiuiuiiiiiiiiiiiaaaaaaaaaae e e e e e e e e e ee e e e e eeeeesasena e 98
11.3  Organization INfOrMAatioN ...........ooiiiiiiiiiiiiiii s 102
12 Logging in to CDXfor Migrated USEI'S ........ccoiiiiiiiieieiiiiiiiieeeeei e 106
12.1 Selecting SeCUrity QUESTIONS ......uuiiiiiiiiiiise e et e e e e e et e e e e e e e e e e e e eeeeenes 107
12.2  Selecting Primary Organization................uuuuueuuuiiiaeee e 108
12.3  ReSEttNG PASSWOIT......uuiiiiii i e e e e e e et e e et e eeenens 110
13  Logging in to CDXfor REtUrNING USEIS........oiiiiiiieieiiii e e e et e e e e e e e e e 112
13,1 RESEE PASSWOIT ...t 114
14 MYCDX OVEIVIEW......ciiiiiiiiiieiieeeeeeett it a e e e e e e e e e e e e e e e e e e et et eaabb bbbt e e e e e e e e e e e e aaeeeees 120
I 3 R Y 1 B ) GO PP TP TR 120
I O ) G [ o o P SSPRP 129
14.3 MY PrOfile. oo aeaaane 131
14.4  SUBbMISSION HISTOIY.....coui e eeaens 138
14.5 Frequently Asked QUESHIONS. ........cuiiiiiiiiiiiiiiiiiia et 141
F Y o] 01T 010 QPP UPPPPPTTT 145

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

List of Exhibits

Exhibit 3-1: CDX Homepage Screen (SCroll 1) .....cooviiiiiiiii e 11
Exhibit 3-2: CDX Homepage Screen (SCroll 2) ......ooveueii i 12
Exhibit 3-3: ADOUt CDX SCIre@n (SCIOIl 1) ....uuuueiiiiieieie et 13
Exhibit 3-4: ADOUt CDX SCre€n (SCIOIl 2) .....uuueiiieieeie e 14
Exhibit 3-5: Recent ANNOUNCEMENLS SCIEEN .......iiiiiiiiiiee e e e e 15
Exhibit 3-6: Terms and Conditions Screen (SCroll L) ........ccovuuiiiiiieiiiiiiiie e 16
Exhibit 3-7: Terms and Conditions Screen (SCroll 2).........couuuviiiiieiiiiiiiee e 17
Exhibit 3-8: Terms and Conditions Screen (SCroll 3).......c.ii i 18
EXNIDIt 3-9: HEIP SCIEEN ... ..o e e 19
Exhibit 3-10: Contact US (SCIOll 1) ....ccuueieiii e e e e e e 20
Exhibit 3-11: CoNtacCt US (SCIOll 2) ....ceeieiiiiiiiiiiiiiei et 21
Exhibit 4-1: CDX Terms and ConditioNS SCrEEN .........ovviiiiiiiiiiie e e e et e e e eeees 23
Exhibit 4-2: TSCA Rules Under CSPP Workflow Table...........ccoooviiiiiiiiieeee e, 24
Exhibit 4-3: Program Service Screen (SCroll 1) .......ouueiiiieiiiiiiiee et 25
Exhibit 4-4: Program Service Screen (SCroll 2).......coouui i 26
Exhibit 4-5: Program Service Screen (Filtered VIEW) .........oooiiiiiiiiiiiiiiiie e 27
EXNIDIt 4-6: ROIE ACCESS SCIEEN.....ccviiiiiiiiiiiiiiiii e e e e e ettt e e e e eeeas 28
Exhibit 4-7: Role Access: Additional Information SCreen.............covvvvviiiiiiiiiiiiiiiei e 29
Exhibit 4-8: Find EXisting FacCility SCre@N.........cooei it e e 30
Exhibit 4-9: Facility Search RESUIIS SCIrEEN .......covvieiiiii et eeeeees 31
Exhibit 4-10: Facility Search Results Screen (No Facilities Found)..............cccooeviiiiiiiiiineennn, 32
Exhibit 4-11: Create FaCIlity SCIrEEN .......cooviiiiii e 33
Exhibit 4-12: Confirm New FacCility SCreeN........ccuuiiiiii e 34
Exhibit 4-13: Selected Facilities Screen (SCroll 1)........oooveiiiiiiiiiii e 35
Exhibit 4-14. Selected Facilities Screen (SCroll 2).......ccooovviieiiiiiieeieie e 36
Exhibit 4-15: User and Organization SCrEEN.........ccoouiiiiiie i e 38
Exhibit 4-16: User and Organization Screen - Organization Information..............cccceevvviiineennes 40
Exhibit 4-17: User and Organization Screen T Search Results.............cccoovveviiiiiiiiin e, 41
Exhibit 4-18: User and Organization Screen i Advanced Search (Part1) .........cccccooevvviieerennnn. 42
Exhibit 4-19: User and Organization Screen i Advanced Search (Part2) .........ccccoeeevveeiennnenn. 43
Exhibit 4-20: User and Organization Screen i Advanced Search (Part3) .........cccccoeevveeiennnenn. 44
Exhibit 4-21: User and Organization 1 Request to Add Organization Screen...........ccccceeeeeeeee. 47
Exhibit 4-22: CONfIrMALION SCIEEN.......cii it e e e e e e e e e e 48

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

Exhibit 4-23: Confirmation EMAIL............coouiuiiiiiiiiii e 49
EXNIDit 4-24: CDX LOGQIN SCIEEN......uuuiii ettt e et e e e 50
Exhibit 4-25: Resend Verification Email SCreen...........ooooooiiiiiiiii e 51
Exhibit 4-26: Validation Code NOt FOUND SCrEEN.........ccoiiiiiiiiiiiie e 52
Exhibit 5-1: Section 5 Notices and Supports User Role MatriX .............euuevvviiiiiiiiiiininieeeeeeeeeen. 55
Exhibit 6-1: eReporting User ROIE MaAtriX..........ccuuiieiiiiiii i 56
Exhibit 7-1: CDR USEI ROIE MAIIIX......cieiieeiiiiiiee et e e e e e e e e eeaaaaeaeeeees 57
Exhibit 8-1: Electronic Signature Agreement SCIrEEN...........iiiiiiiiieiii e ee e 59
EXNIDIt 8-2: MYCDX SCIEEN ...ttt e e ettt a e e e e e e e e e 60
Exhibit 8-3: Role SPONSOIShiP SCIEEM.......uuuiiiiiiiiiie ettt e e e 61
Exhibit 8-4: Role Sponsorship/INVItation SCreen ..........oooeiiiiiiiiiiie e 62
Exhibit 8-5: Role Sponsorship REVIEW SCIeeN...........uiiii i 63
Exhibit 8-6: Email Confirmation Pop-Up WINAOW...........coooiiiiiiiiiiiiiii e 64
Exhibit 8-7: CDX Role Sponsorship Request Emalil...........cc.coouiiiiiiiiiiiiiii e, 65
Exhibit 8-8: Sponsorship Information i LOg-IN SCreen ..........ccoceiiiviii i 66
Exhibit 8-9: Sponsorship INformation SCreeN..........coouii i, 67
Exhibit 8-10: Account Registration Screen (SCroll 1)........ccoooeiiiiiiiiiiiiiiii e 68
Exhibit 8-11: Account Registration Screen (SCroll 2) ..o 69
Exhibit 8-12: CDX Role Sponsorship Request Email ... 70
Exhibit 8-13: Role Sponsorship LOGIN SCIEEN..........uuuiiieeiiiiiiiee e e et e e e et e e e eeees 71
Exhibit 8-14: Role Sponsorship REVIEW SCIrEEN...........viiiiiii i 72
Exhibit 8-15: Account Registration Screen (SCroll 1) .........coooeiiiiiiiiiiiiii e 73
Exhibit 8-16: Account Registration Screen (SCroll 2).........coouuuiiiiiiiiiiiii e 74
Exhibit 8-17: Registration Information Screen (SCroll 1) ..o 76
Exhibit 8-18: Registration Information Screen (SCroll 2) ..........covvieiiiiiiiiiie e 77
Exhibit 8-19: Organization INfOrmation SCreenN............coviiiiiiiiiiiie e 78
Exhibit 10-1: CDX Registration: Additional Verification SCreen.........cc.ccoviiveiiiiieiiiieceee e, 81
Exhibit 10-2: LexisNexis Data Collection Pop-Up WINdOW ............ccceiieiiiiiiiiiiii e, 82
Exhibit 10-3: LEXISNEXIS RESUILS SCrEEN ......uviiiiiiiiiiii e 83
Exhibit 10-4: LexisNexis Continuing Without Verification SCreen...............eeeciiiiniinineeeeeeeeeen. 83
Exhibit 10-5: Electronic Signature Agreement SCIEEN..........ccceeviiiiiiiiiiiiiiiiiiie s 84
Exhibit 10-6: eSIG-PIN Entry CROMERR 20-5-1 Question/ANSWer SCreen...........coooeeeeeeeeennn. 86
Exhibit 10-7: EIeCtroniC CDX ESA SCIEEMN ......ii ittt ettt e e e e e e e e e eeees 87
Exhibit 10-8: CROMERR eSignature Widget (SCreen 1) ........cccoiiiiiiiiiiiiiiiiieeeieieece e, 88

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

Exhibit 10-9: CROMERR eSignature Widget (SCree€n 2) .......ccouiieiiiiiiieiiiieeceiieeeee e, 89
Exhibit 10-10: Paper CDX ESA POP-UP WINQOW.........oiiiiiiiiiiiiieeeeeeeiiis et 90
Exhibit 10-11: CDX Registration i Role Activation Email .............ccccoeiieiiiiiiiiie e, 91
Exhibit 10-12: CDX Registration i Role Status Change Email ................uuvviiiiiiiiiiiniineeeeeeeeen, 92
Exhibit 11-1: My Profile SCrEEN........covviiiiiiiiiii s 94
Exhibit 11-2: Modify User/Organization Information Screen (Scroll 1)...........ccooeeeiiiiiiiieiiinnennn. 95
Exhibit 11-3: Modify User/Organization Information Screen (Scroll 2)...........cceevveeiiiiiiiiinnennen, 96
Exhibit 11-4: Modify User/Organization Information Screen (Scroll 3)..........cccooeveviiiiiiiniinennnn. 97
EXNIDIt 11-5: MYCDX SCIEEIN ...ttt e e e e e e e e e et ettt e et n e e e e e e e e eae e 99
Exhibit 11-6: Manage Program ServiCeS SCrEENMN..........ccciiiiiiiiiiiiiiiiiiiiiiiiras e 100
Exhibit 11-7: Program Service Screen (SCroll 1) ... 101
EXhiDit 11-8: ROIE ACCESS SCIEEN .....uuiii ittt ettt e ettt e et e e e e e b e e e e e eeraa e 102
Exhibit 11-9: Organization INformation SCreen.............ooooiiiiiiiiiiii e 103
Exhibit 11-10: Electronic Signature AQreement SCreEN........cccvuuiieeiiiiie e ee e e 104
Exhibit 11-11: Application Profile Settings SCre€n .........cocuviiiiiiiiiiiiie e 105
Exhibit 12-1: CDX Homepage Screen (SCroll 1) .........coveiiiiiiiiiiiic e 106
Exhibit 12-2: CDX Homepage Screen (SCroll 2) ..o 107
Exhibit 12-3: Security QUESHIONS SCIEEM .......uuuiiei ittt e e e e 108
Exhibit 12-4: Primary Organization i Single Organization SCreen ............ccccceeeeeinienieeeeeeneenn. 109
Exhibit 13-1: CDX Homepage Screen (SCroll 1) ...oceuvueii i 112
Exhibit 13-2: CDX Homepage Screen (SCroll 2) .........uiiiiiiieiiii e 113
Exhibit 13-3: Login Screen/Forgot Password LinK..............ooooiiiiiiii e 115
Exhibit 13-4: Password Reset Screen (Part 1) ........ccuuuiiiiiiiiiiiiiie e 116
Exhibit 13-5: Password Reset SCreen (Part 2)........ccoooiiiiiiiiiiiiiiiieii e 116
Exhibit 13-6: Password Reset Screen (Part 3).........cuuuiiiieiiiiiiiiiee e e e e 117
Exhibit 13-7: Password Reset Instructions Email.............ccooouiiiiiiiiiiiiiiiee e 118
Exhibit 13-8: Change System PassWord SCIEEN..........cecivuiiieiiiiiie e et e e e eaa e 119
Exhibit 14-1: MyCDX HOMEPAJE SCIEEN......uu i iiiiiiieeeiie e ettt e e e e e e e e et e e e et e e e eeaees 120
Exhibit 14-2: Manage Program SErvViCES SCIEEN..........iiiiiuiieeeiii i e e et e e e et e e et eeeaaaeaee 122
Exhibit 14-3: Deactivation Confirmation Pop-up WINAOW ............c.ceuuiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeee 123
Exhibit 14-4: Request 8 NeW ROIE SCIEEN.........ccooiiiii e 124
EXNibit 14-5: Program SEIVICE SCIEEM.........uu i uuae ettt e e e e e e e e eeees 125
EXNiDit 14-6: ROIE ACCESS SCIEEIN ....uuuiiieieeeiiiii ettt e ettt e et e e e e e b e e e e e e eraa e eeas 126
Exhibit 14-7: Organization INfOrmation SCreEN............uiiiiiiii i 127

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide



CDX

Exhibit 14-8: Manage Program Services Screen - Nominate LinK................cccooeiiiiiin, 128
Exhibit 14-9: NOMINALION SCIrEEN......ciiiiiieiiii et e et e e e e e e et a e e e et e e eeraaaaees 129
Exhibit 14-10: MyCDX INDOX SCIEEN .....uuiiiiiii e e et et e e e e e e e et e e et eeeaaaeaees 130
Exibit 14-11: My Profil€ SCrEeN ........uviiiiiiiiiiiee e 131
Exhibit 14-12: My Profile - Edit User Information SCreen............ceevvveviiiiiiiiiiiniiiieeeeeeeeeeeeeee 133
Exhibit 14-13: User Account Deactivation SCrEeN.........ccouivieuiiiiieeeiiiiiie e 134
Exhibit 14-14: My Profile - Organization DetailS SCreen..........ccovvvvviiiiiiiiieeeieiiee e 135
Exhibit 14-15: My Profile i Organization Details Screen (Edit Organization).......................... 136
Exhibit 14-16: My Profile i Organization Details Screen (Set Primary Organization).............. 137
Exhibit 14-17: My Profile - Add an Organization SCreeN..............uuvuvuvuuiiiiiiiiiniiinaaeeeeeeeeeeeeeeens 138
Exhibit 14-18: SUDMISSION HISTOIY SCrEEN.......uiiiiiii e 139
Exhibit 14-19: Submission Details Screen (SCroll 1) .......oovveeiiiiiiieiieiei e 140
Exhibit 14-20: Submission Details Screen (SCroll 2) ... 141
Exhibit 14-21: Frequently Asked QUESEIONS SCIrEEN .......cccuuiiiiiiiiie et 142
Exhibit 14-22: FAQ Expanded Program SEerviCe SCIEEN .........c.uuieiieiieeieiiieeeeiieeeeeieeeeeinaeaans 143
Exhibit 14-23: CROMERR 20-5-1 Question Reset Alert SCreen........ccooevveeeiviieiiiieiiieeieeiiieens 144
Exhibit 14-24: CROMERR 20-5-1 Authorization Code Entry SCreen .........ccccoeeeveeieiieeeeeeeeene. 144

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide

Vi



CDX

1 Introduction

Central Data Exchange (CDX) awebbasedsystem used forarious electronic environmeal

data submissions to the United Steasironmental Protection Agency (EPA). CDX allows
users submitting data 6P Ato register for the specific programioferest.The CDX system
alsoallows for several offices within EPA tse a common framework where a user can access
several different flows to satisfy reporting requirements across multiple offit@s.

information about CDX is available atww.epa.gov/cdx

1.1  Purpose

The purposeof this document is to walk through the registratmmduser profie management
processel CDX, specifically for Chemical Safety and Pesticide Programs (CSPP) workflow
submissions If the user is currently submitting under Toxic Substances Control Act (TSCA)
electronically, the user should register for the CSPP workfldwe. CDXmodernization effort
improves the user experience througim updatediser interface, as well as streasdnuser
registration processes for CDX web users, including migration ofuseraccounts and profiles
for users who currently use the systemisTdocument will assist ne@DX usersregisterwith

the CDX system as well asacquaintexisting userswith new systemprocesseand registering

for specific CSPProles

1.2  Topics Covered

This document will cover theegistration process, updates from the old CDX system, and the
MyCDX profile. The sections are described below:

1 Section2 lists the system requirementEhis section describes what a user ndedsccess
and interact withthe system.

1 Section3 outlines the main CDX navigation. This section guides the user through the CDX
screens that do not require a user account.

1 Section4 descibes the CDX core registration process. This section introduces a user to the
registration process

i Section5 describes the program organization a user shegdter for based on the
document or submission they are reportingwathin the Section 5 Notices and Supports
application

1 Section6 provides guidance regardisglecting and registering for the appropriate user role
for the eReporting modules, includirgpr Your Information EY1), Section 4, Section 8(a),
Section 8(d), and Section 8(e)

9 Section7 provides guidance regarding selecting and registering for the appropriate user role
for the Chemical Data Reporting (CDR) module

1 Section8 describes the role sponsorship module angbtbeess of registering fa@dditional
agent/consultantoles as it applies to the Section 5 Notices and Supports application

1 Section9 describes the multiple Authorized Offici@hO) functionality. This section guides
the user through how to utiize this functionaliy.

1 Section10describes additional verification processes that users may have to go through after
registration. This section wil only apply to users registering for flows that require additional

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide


http://www.epa.gov/cdx

CDX

identity verification. Additionally, this section will walk a user through the different
verification processes thhe/shecould facebased on the program servioe/sheselecs.

9 Sectionl1describes the process of managing user and organization information and adding
program services after a user has completed the initial registration process.

1 Section12 describes the log in process for users who have been migrated from the system
prior tothe update on October 1, 2012. This section will identify what a migrated used shoul
expect when logging into the updated system.

9 Section13describes the log in process for retagnusers. This section will identify what a
retum user should expect after their inttial log in.

1 Section14 gives a MyCDX overview. This section wil review existing and new functions of
the system and walk a user through navigating the new system.

1.3  Application Support

Help can be accessed by using theiallg options:

By Telephone:
Persorto-person telephone support is available from 8:00 am to 6:0@gstern standard
time/eastern daylight tméeST/EDT). Calt he CDX H ®ll-fige liDeeas 838896
1995 or 9704945500 for callers from Puerto Rico and Guam.

1 By Email:
Sendan email to Technical Support helpdesk@epacdx.n&tith ATechnical Suppottin the
@ubjech line.

1 By Chat:

Click the 6Chat witbntthke COHRKROo ittanerateDdavelix 6 p & g B kK
form to enter information regarding your help request.

1 By Contact Form:

Enter information in the text fields under t
page

1By Website:

Users can contact t he C Deé¢nahtps/oux.dpa.goviComtdtte 6 C o n
and read the help sectionhtips://cdx.epa.gov/Help

A O6Fregquent |y (FAQ)sectibn iQlsoawwibbleo ns 6
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2 System Requirements
To use CDX, the followingarerequired:

1 An e-mail account

9 JavaScript enabled web browser

1 Internet access

9 Adobe Acrobat Reader 5.0 or higher
2.1  Supported Browsers

1 Internet Explorer(IE) 7 or aboe
- Go to the following link to download:
http//windows.microsoft.com/ed S/internetexplorer/downloads/ie

9 Mozilla Firefox 30 or above
- Go to the following link to download:

http://www.mozilla.com/esUS/firefox/altolder.html

9 Safari 4 or above
- Go to the following link to download:
http://support.apple.com/kb/dI8 77

9 Google Chrome
- Go to the following ihk to download:
http//www.google.com/chrome
9 Opera

- Go to the following link to download:
http//www.opera.com/download

2.2 Screen Resolution

Screen resolution shidube setto 1024 x 768 or greater.
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3 CDX Main Navigation

The following section provides an overview of the pafeas areaccessible upon first navigating
to the CDX Homepage before beginning the registration pracess

3.1 Overview

CDX s an application used by EPA programs and various stakeholders to manage environmental
data transmitted tBPAto meet EPA reporting requirements. As part of@eX system the

user egistration component is used to faciltate usmress to a program. ithin the user

registration component, program offices have the ability to define the roles and information
required by new users to complete the registration proBas®d on th@rogram servicend

role combinations, each program has different information that arustprovide CDX

captures the requirements for epobgram servicend role and prompts the user for only the
information required. Some roles do not require any additional infamawhereas others

require identity proofingand/or additional informatiorprocessing Thefollowing sections will

walk through howa user willregister for differentprogram services

3.2 CDX Homepage

The CDX homepageés the landing screen from which yoaue the ability to access and interact
with CDX. The CDX home screen can be accessed by the following hiiiyss://cdx.epa.gqv
and provides the user with the following features:

i Log In: If you already havea CDX accout, you may log ito the system bgntering your

useridentification (D) andpasswordnformation andc | i ¢ ki ngn 6t hbeut& long Iloc a |

the righthand side of the screen

{1 Registration:] f you do not have a CDX achottorutat , clic

begin the registration process outlined later in kistion

9 Welcome Announce mentThis text area provides welcome text that is visible to all users
who visit CDX.

fImportant Alets: The al er t ssoi it dtahte adpNoetairc ebel ow t he
A n n o u n c @avide nypudwith system or prograspecific informaton.The GO Not i ce s
wil only appear if there are any alerts regarding CDX.

6
0

I Warning Notice andPrivacy Policy: The o6 War ning Noticdementsd Pri v

are displayed on the CDXomepageproviding you with a list of theterms of se for the
CDX systan, whether you decide to logtay or register with, the system.
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Exhibit 3-1 showsascreercaptureof the CDX Homepaged s o(Scwlieln

Exhibit 3-1: CDX Homepage Screen (Scroll 1)

“EPA
o’
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)% Central Data Exchange S

Log in to CDX
User ID

Password

e

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

1. you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;

2. unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

3. the term U.S. Government information system includes systems operated on behalf of the U.S. Government;

4. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.S. Government
information systems;

5. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized
or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

6. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include
non-U.S. Government owned devices, that stores U.S. Government information;

7. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any
lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
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Exhibit 3-2 showsascreen capturef the(CDXHomepagé scr een ( Scr ol l

Exhibit 3-2: CDX Homepage Screen (Scroll 2)

1.
2.

8.

Welcome

Welcome to the Environmental Protection Agency (EPA) Central Data Exchange (CDX) - the Agency's electronic reporting site. The
Central Data Exchange concept has been defined as a central point which supplements EPA reporting systems by performing new
and existing functions for receiving legally acceptable data in various formats, including consolidated and integrated data.

Warning Notice and Privacy Poli

Warning Notice

In proceeding and accessing U.S. Government information and information systems, you acknowledge that you fully understand and consent to all
of the following:

you are accessing U.S. Government information and information systems that are provided for official U.S. Government purposes only;
unauthorized access to or unauthorized use of U.S. Government information or information systems is subject to criminal, civil, administrative,
or other lawful action;

. the term U.5. Government information system includes systems operated on behalf of the U.S. Government;
. you have no reasonable expectation of privacy regarding any communications or information used, transmitted, or stored on U.5. Government

information systems;

. at any time, the U.S. Government may for any lawful government purpose, without notice, monitor, intercept, search, and seize any authorized

or unauthorized communication to or from U.S. Government information systems or information used or stored on U.S. Government
information systems;

. at any time, the U.S. Government may for any lawful government purpose, search and seize any authorized or unauthorized device, to include

non-U.5. Government owned devices, that stores U.S. Government information;

. any communications or information used, transmitted, or stored on U.S. Government information systems may be used or disclosed for any

lawful government purpose, including but not limited to, administrative purposes, penetration testing, communication security monitoring,
personnel misconduct measures, law enforcement, and counterintelligence inquiries; and
you may not process or store classified national security information on this computer system.

Privacy Statement

EPA will use the personal identifying information which you provide for the expressed purpose of registration to the Central Data Exchange site
and for updating and correcting information in internal EPA databases as necessary. The Agency will not make this information available for other
purposes unless reguired by law. EPA does not sell or otherwise transfer personal information to an outside third party. [Federal Reqister: March
18, 2002 (Volume 67, Number 52)][Page 12010-12013].

3.2.1

About CDX

2)

From the CDXh o me page, y ou c &bDXda csccfeoseteent ahbe | 6aAbbeol uet d
at the top of the screefihed A b €DXbscreerprovides general information about the CDX
system requirements and procedures that site users should be aw@reeohing regution,
user information, and system information. Tabs are available across thertab the CDX
homepagdor auser to read informatiomegardingspecific CDX topics. Additional information

is provided in theFAQOGsection. Please s&ection14.5for more information on théFAQO
screen.
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Exhibit 3-3 shows ascreen capturef the GAbout CDXdscreer(Scroll 1}
Exhibit 3-3: About CDX Screen (Scroll 1)

<EPA
S
\’ United States Environmental Protection Agency

Home About Recent Announcements Terms and Conditions Help

CD)& Central Data Exchange conteLls

Log in to CDX
User ID

Password

I
“LogIn  Register with COX

Forgot your Password?
Forgot your User ID?
Warning Notice and Privacy Policy

About CDX

Regulation | User Information | | System Information |

The CDX registration site supports the requirements and procedures set forth under the EPA's proposed Cross-Media
Electronic Reporting Regulation. The following language about registering for Central Data Exchange comes from Part D (i.e.
"Submitter registration process") of the Section 3.2000 (i.e. "What are the criteria for acceptable electronic document
receiving systems?"):

An acceptable electronic document receiving system must require that anyone who submits an electronic document to the
system first register with the agency to which the document is to be submitted. The registration process must establish the
identities of both the registrant, who is the prospective submitter, and any entity that the registrant is authorized to represent,
and must establish that the registrant is authorized to submit the document in question for the entity being represented. In
addition, where the documents to be received will require signature, the registration process must:

(1) Establish the registrant's identity, and the registrant's relation to any entity for which the registrant will submit
electronic documents, with evidence that can be verified by information sources that are independent of the registrant and
the entity or entities in question and that would be sufficient to identify the registrant as the signature holder for purposes
of supporting litigation consistent with paragraph (b) of this section;

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

TDD 9.21 OPPT CIS CDX CSPP Registration User Guide
13



CDX

Exhibit 3-4 showsascreencaptureft h e O0CDKGsargen (Scroll 2)
Exhibit 3-4: About CDX Screen (Scroll 2)

(2) Establish and document a unique correlation between the registrant and the code or device that will constitute or
create the electronic signature of the registrant as a submitter;

(3) Require that the registrant sign on paper, or in such other manner or medium as the Administrator in his or her
discretion may determine as appropriate for a category of electronic reports, an electronic signature agreement specifying
at @ minimum that the registrant agrees to:
(i) Protect the electronic signature from unauthorized use, and follow any procedures specified by the agency for this
purpose;
(i) Be held as legally bound, obligated, or responsible by use of the assigned electronic signature as by hand-written
signature;
(iif) Where the signature method is based on a secret code or key, maintain the confidentiality of each component of
the electronic signature;
(iv) In any case, never to delegate the use of the electronic signature, or in any other way intentionally provide access
to its use, to any other individual for any reason; and
(v) Report to the entity specified in the electronic signature agreement, within twenty-four hours of discovery, any
evidence of the loss, theft, or other compromise of any component of an electronic signature;
(4) Provide for the automatic and immediate revocation of an electronic signature in the event of:
(i) Any actual or apparent violation of the electronic signature agreement;
(ii) Any evidence that the signature has been compromised, whether or not this is reported by the registrant to whom
the signature was issued; or
(iif) Notification from an entity that the registrant is no longer authorized by the entity to submit electronic documents
on its behalf;
(5) Require that the registrant renew his or her electronic signature agreement at least once every two years, or upon
request by EPA, with a renewal agreement that:
(i) Complies with the provisions listed in paragraph (d)(3) of this section; and
(i) Includes the registrant's certification that he or she has complied with provisions listed in paragraph (d)(3) of this
section since issuance of the signature, and that all reports submitted under the signature since the electronic signature
agreement was last signed were reviewed and submitted by the registrant;
(6) Provide for a registrant who is surrendering his or her electronic signature to certify that he or she has complied with
provisions listed in paragraph (d)(3) of this section since issuance of the signature and that all reports submitted under the
signature since the electronic signature agreement was last signed were reviewed and submitted by the registrant.

3.2.2 Recent Announcements

From the CDXh o me pa g e, you can access the O6Recent An
| abeled ORecent Announcementsodéo at the top of
announcements, both current and archived. The most recent announcements are displayed as
important alerts on the homepage. If an alert on the homepage is too long, it will display in a

teaser format with a hyperlink to view more details. Upon clicking the hyperlink on the

homepage, the user wil be directedtethd6 Recent Ann mntoviewethee nt sé scr e
announcement in its entirety.nA 6 Ol d e r  a rink displays aetrthe bottaendof a set of

announcements to display announcements fronpdkésix months.
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Exhibit 3-5: Recent Announcements Screen

3.2.3 Terms and Conditions

From the CDX home pa §eems andonditonda ns aceers sf tdire tdh e
| abeTllerdmsé and aClerop bftthe screshbis page provides the terms and
conditions for use of t he asmmenovarning aotice, andhi s i
user credential noticedny user wio registers for or has a CDX account is legally bound by

these conditions.
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